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§37.1307 Delegation of authority.

(a) The Commission hereby dele-
gates, until it orders otherwise, to the
Director of the Division of Market
Oversight or such other employee or
employees as the Director may des-
ignate from time to time, authority to:

(1) Determine whether a particular fi-
nancial resource under §37.1302 may be
used to satisfy the requirements of
§37.1301;

(2) Review and make changes to the
methodology used to compute pro-
jected operating costs under §37.1303;

(3) Request reports, in addition to fis-
cal quarter reports, under §37.1306(a);
and

(4) Grant an extension of time to file
fiscal quarter reports under §37.1306(d).

(b) The Director may submit to the
Commission for its consideration any
matter that has been delegated in this
section. Nothing in this section pro-
hibits the Commission, at its election,
from exercising the authority dele-
gated in this section.

Subpart O—System Safeguards

§37.1400 Core Principle 14—System
safeguards.

The swap execution facility shall:

(a) Establish and maintain a program
of risk analysis and oversight to iden-
tify and minimize sources of oper-
ational risk, through the development
of appropriate controls and procedures,
and automated systems, that:

(1) Are reliable and secure; and

(2) Have adequate scalable capacity;

(b) Establish and maintain emer-
gency procedures, backup facilities,
and a plan for disaster recovery that
allow for:

(1) The timely recovery and resump-
tion of operations; and

(2) The fulfillment of the responsibil-
ities and obligations of the swap execu-
tion facility; and

(c) Periodically conduct tests to
verify that the backup resources of the
swap execution facility are sufficient
to ensure continued:

(1) Order processing and trade match-
ing;

(2) Price reporting;

(3) Market surveillance; and

(4) Maintenance of a comprehensive
and accurate audit trail.

§37.1401

§37.1401 Requirements.

(a) A swap execution facility’s pro-
gram of risk analysis and oversight
with respect to its operations and auto-
mated systems shall address each of
the following categories of risk anal-
ysis and oversight:

(1) Information security;

(2) Business continuity-disaster re-
covery planning and resources;

(3) Capacity and performance plan-
ning;

(4) Systems operations;

(5) Systems development and quality
assurance; and

(6) Physical security and environ-
mental controls.

(b) A swap execution facility shall
maintain a business continuity-dis-
aster recovery plan and resources,
emergency procedures, and backup fa-
cilities sufficient to enable timely re-
covery and resumption of its oper-
ations and resumption of its ongoing
fulfillment of its responsibilities and
obligations as a swap execution facility
following any disruption of its oper-
ations. Such responsibilities and obli-
gations include, without limitation,
order processing and trade matching;
transmission of matched orders to a
designated clearing organization for
clearing, where appropriate; price re-
porting; market surveillance; and
maintenance of a comprehensive audit
trail. The swap execution facility’s
business continuity-disaster recovery
plan and resources generally should en-
able resumption of trading and clearing
of swaps executed on the swap execu-
tion facility during the next business
day following the disruption. Swap exe-
cution facilities determined by the
Commission to be critical financial
markets pursuant to Appendix E to
part 40 of this chapter are subject to
more stringent requirements in this re-
gard, set forth in §40.9 of this chapter.

(c) A swap execution facility that is
not determined by the Commission to
be a critical financial market satisfies
the requirement to be able to resume
its operations and resume its ongoing
fulfillment of its responsibilities and
obligations during the next business
day following any disruption of its op-
erations by maintaining either:

(1) Infrastructure and personnel re-
sources of its own that are sufficient to
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ensure timely recovery and resumption
of its operations and resumption of its
ongoing fulfillment of its responsibil-
ities and obligations as a swap execu-
tion facility following any disruption
of its operations; or

(2) Contractual arrangements with
other swap execution facilities or dis-
aster recovery service providers, as ap-
propriate, that are sufficient to ensure
continued trading and clearing of
swaps executed on the swap execution
facility, and ongoing fulfillment of all
of the swap execution facility’s respon-
sibilities and obligations with respect
to such swaps, in the event that a dis-
ruption renders the swap execution fa-
cility temporarily or permanently un-
able to satisfy this requirement on its
own behalf.

(d) A swap execution facility shall
notify Commission staff promptly of
all:

(1) Electronic trading halts and ma-
terial system malfunctions;

(2) Cyber security incidents or tar-
geted threats that actually or poten-
tially jeopardize automated system op-
eration, reliability, security, or capac-
ity; and

(3) Activations of the swap execution
facility’s business continuity-disaster
recovery plan.

(e) A swap execution facility shall
provide Commission staff timely ad-
vance notice of all material:

(1) Planned changes to automated
systems that may impact the reli-
ability, security, or adequate scalable
capacity of such systems; and

(2) Planned changes to the swap exe-
cution facility’s program of risk anal-
ysis and oversight.

(f) A swap execution facility shall
provide to the Commission, upon re-
quest, current copies of its business
continuity-disaster recovery plan and
other emergency procedures, its assess-
ments of its operational risks, and
other documents requested by Commis-
sion staff for the purpose of maintain-
ing a current profile of the swap execu-
tion facility’s automated systems.

(g) A swap execution facility shall
conduct regular, periodic, objective
testing and review of its automated
systems to ensure that they are reli-
able, secure, and have adequate scal-
able capacity. A swap execution facil-
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ity shall also conduct regular, periodic
testing and review of its business con-
tinuity-disaster recovery capabilities.
Pursuant to Core Principle 10 under
section 5h of the Act (Recordkeeping
and Reporting) and §§37.1000 through
37.1001, the swap execution facility
shall keep records of all such tests, and
make all test results available to the
Commission upon request.

(h) Part 40 of this chapter governs
the obligations of those registered en-
tities that the Commission has deter-
mined to be critical financial markets,
with respect to maintenance and geo-
graphic dispersal of disaster recovery
resources sufficient to meet a same-
day recovery time objective in the
event of a wide-scale disruption. Sec-
tion 40.9 establishes the requirements
for core principle compliance in that
respect.

Subpart P—Designation of Chief
Compliance Officer

§37.1500 Core Principle 15—Designa-
tion of chief compliance officer.

(a) In general. Each swap execution
facility shall designate an individual to
serve as a chief compliance officer.

(b) Duties. The chief compliance offi-
cer shall:

(1) Report directly to the board or to
the senior officer of the facility;

(2) Review compliance with the core
principles in this subsection;

(3) In consultation with the board of
the facility, a body performing a func-
tion similar to that of a board, or the
senior officer of the facility, resolve
any conflicts of interest that may
arise;

(4) Be responsible for establishing
and administering the policies and pro-
cedures required to be established pur-
suant to this section;

(5) Ensure compliance with the Act
and the rules and regulations issued
under the Act, including rules pre-
scribed by the Commission pursuant to
section bh of the Act; and

(6) Establish procedures for the reme-
diation of noncompliance issues found
during compliance office reviews, look
backs, internal or external audit find-
ings, self-reported errors, or through
validated complaints.
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